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CONNECTIVITY OVERVIEW
Ten ways in and out

DO-to-DO Peer Link

Signed and one-shot, either direction

ORCHESTER CALLS THEM

(O Modbus Master

Orchester polls a device

THEY CALL ORCHESTER

(O External REST API

A third-party system pushes data in

(O OPC UA Client

Tags by name, authenticated

(O Modbus Slave ‘ (O siemens S7

A remote master polls Orchester

PLC memory by address, S7comm

(O OPC UA Server ‘ (O EtherNet/IP

A SCADA or HMI reads and writes Logix tags by name, CIP

Orchester
engine core

(O IEC 104 Server ‘ (O IEC 104 Client

A utility SCADA master dials in Telecontrol: an RTU or a gateway

An Orchester instance rarely runs alone. It replicates to and from other instances, accepts data from third-party systems, and polls or
answers industrial field devices. Ten mechanisms cover all of it, and this guide walks through each: what it's for, how to configure it,
and what to watch out for.
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Method Who calls whom Typical use

DO-to-DO Peer Link Either side, signed, one-shot Live values, commands and history between two Orchester instances
External REST API External system calls in A third-party system pushing data into Orchester

Modbus Master Orchester polls out Reading from and writing to a PLC, meter or drive

Modbus Slave A remote master calls in Exposing Orchester's own variables to a SCADA/HMI

OPC UA Client Orchester dials a server Reading and writing tags on a PLC or gateway that speaks OPC UA

OPC UA Server A remote client calls in Exposing Orchester's own variables to a SCADA, HMI or reporting tool
Siemens S7 Orchester polls out Reading and writing PLC memory on a Siemens controller with no OPC UA
EtherNet/IP Orchester polls out Reading and writing Logix controller tags by name on a Rockwell PLC

IEC 104 Client Orchester dials an RTU Interrogating and commanding a telecontrol station over IEC 60870-5-104
IEC 104 Server A utility master dials in Exposing Orchester's own variables to a utility SCADA as telecontrol points

DO-to-DO Peer Link

DO-TO-DO PEER LINK
A signed, one-shot call between two instances

X-DO-Peer / Timestamp / Nonce / Signature

Orchester A Orchester B
DOClient DOEndpoint - POST /orchester

signed DOResponse

Triggered by On arrival, B checks
DOPUSH - on variable change 1. Peer known & enabled
DOPULL - on a cron schedule 2. Clock skew, signature, nonce
3. Action on peer's allow-list

4. Peer count under licence cap

Two Orchester instances talk to each other through a single, generic endpoint: POST /or chest er . Every call carries one action —

vari abl es. push , variables.get , variables.set , script.execute , |logger.head , |ogger.append ,ora ping —in
a signed envelope, and gets a signed reply. There is no persistent socket: each call is an ordinary HTTP request, closed once the
response arrives — even a pipe, below, is only a request the dialling side keeps open.

Both instances must hold licences issued to the same organization in the portal: replication stays inside one organization. A peer
whose licence names another organization, or none at all, is refused with FORBI DDEN .

The request is authenticated with four headers — X- DO-Peer , X-DO- Ti mestanp , X-DO- Nonce , X-DO- Signature — built from
an HMAC-SHA256 signature over the method, path, peer code, timestamp, nonce and a hash of the body, using a secret both sides
already share. A nonce cache rejects any request replayed inside the clock-skew window, and repeated authentication failures from
the same source trip a rate limit.
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You don't configure this exchange directly — you configure the peer it runs against, and the modules that use it:

Peer - scada-01

Enabled What this peer may do here
Code scada-01 Scripting

Name Plant SCADA
Can write

URL https://scada.plant.local MLT TEMP_C MLT_TEMP_F

Secret
Timeout 10000

Skew 300000

One entity, every inbound channel

This same peer record is what DOEndpoint checks for a DO-to-DO call at /orchester,
and what the external REST API at /api/external/vl/data checks too — one secret,
one allow-list, one licence-capped peer count, regardless of which endpoint answers.

Field Meaning
enabl ed Whether this peer is usable at all
code The identity the far side signs with
url Where to reach the peer — only needed if this instance calls out to it
secret The shared HMAC key, or env: VAR _NAME to read it from an environment variable instead
ti meout How long an outbound call waits before giving up (ms)
skew Maximum allowed clock drift between the two sides (ms), default 5 minutes

writabl es The variables this peer may write here with vari abl es. push . Empty means none: a peer saved without a list is a
misconfiguration, not a superuser

scripting Whether this peer may run AScript here ( scri pt. execute , vari abl es. set ). Thatis full control of the instance — off
by default, and granted only to a peer you trust completely

Two modules ride on top of a peer: DOPUSH sends vari abl es. push whenever a watched variable changes; DOPULL calls
vari abl es. get on a cron schedule. Both point at the same peer entity, so the URL, secret and permissions only need to be set
once no matter how many modules use that link.

Important

A peer's permissions cover writing and scripting only. Every other action is open to any peer that authenticates: it can read
any variable with vari abl es. get , and append history rows for any variable with | ogger . append . Registering a peer is
therefore a decision about who may read your plant, not only who may change it — the secret is the boundary, so treat it as
one.




2 Amtiri

Naming this instance

The code in a peer entity names the far side. This instance's own name is set separately, in the field at the top of the Orchester
panel's left rail, and is stored in entities/.instance .

It has to match the code of the peer entity that represents this instance on the other machine — that name travels in the X- DO-
Peer header and is how the far side knows which secret to verify your request with. An instance that has never been named calls
itself ORCHESTER and says so in its log at every start.

Note

The name does not travel in a configuration export. An archive taken from one plant and imported into another must not
rename the instance that imported it — two installations answering to the same code collide replication cursors and replay
caches. Set it once per installation, like the licence.

Reaching an instance behind NAT

A site on an outbound-only network — behind NAT, a mobile router, or a firewall that admits no incoming connection — has no
address the control room can dial. It does not need one. Every enabled peer that has a url is dialled automatically: the instance
opens a pipe to it, one signed pi pe. pol | request held open against the far side's ordinary endpoint. The far side answers that poll
with the next request it has for the dialling instance — a vari abl es. push fromits DOPUSH , a vari abl es. get fromits DOPULL
, areplicator's | ogger. head — and the result travels back on the next poll.

So the usual layout is a control room with an address, and a site whose peer entity for the control room carries its url . The control
room's peer entity for the site needs no ur| at all: its calls to the site ride down the pipe.

e A pipe is a transport, not a second protocol. Every request inside it is the same signed envelope, held to the same writabl es
and scripting permissions, as one sent directly.

o |f the far side cannot be reached, the dialling instance backs off and keeps trying, with no restart needed, and says so once in its
log.

e When both sides have a url for each other, each keeps its own pipe, and each pipe only carries requests addressed to the
instance that dialled it. Nothing decides who dials.

Example. Instance pl ant-a pushes two variable values to instance pl ant-b , which has granted it vari abl es. push :

POST /orchester HTTP/ 1.1

X-DO- Peer: plant-a
X- DO Ti nest anp: 1755000000000
X- DO- Nonce: 7c¢9e6679- 7425- 40de- 944b- e07f c1f 90ae7

X- DO- Si gnat ure: 3q2+7wYAAAASCGFP. . .

{"v ,"action":"variabl es. push", "code": "plant-a","id":"7c9e6679- 7425- 40de- 944b- e07f c1f 90ae7",
"data": {"val ues": {"TEMP_C': 21. 4, "PUVMP_RUNNI NG': true} }}

pl ant-b answers with a signed {"status":"OK","data":{"applied":2,"rejected":0,"rejectedNanes":[]}} .

If plant-a 'speerentityon plant-b does not list one of those variables under writabl es , that value is dropped and the
answer becomes PARTI AL , naming what was refused:

{"status":"PARTIAL", "data": {"applied":1,"rejected": 1, "rejectedNanmes": ["PUVP_RUNNI NG'] } }
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PARTI AL is a success, not a retry: the sender logs the refused names and does not send them again, because a variable the far
side will not accept never becomes acceptable by being sent a second time.

External REST API

EXTERNAL REST API
One JSON request in, no connection left open

{"v":1,"action":"variables.push","data":{...} }

Orchester
@ External system POST /api/external/vl/data

any third-party client JSON only - action named in body

ping-only if licence is read-only
signed JSON response, same request same peer allow-list as DO-to-DO

What makes this different from DO-to-DO

® Unidirectional: the external side always calls in, Orchester never calls out
® Every one of the seven peer actions is reachable, gated only by that peer's own allow-list

® Plain JSON in and out — no proprietary wire format to implement

The DO-to-DO link assumes the far side is another Orchester instance, speaking the same internal wire format. For everything else
— a customer's own backend, an integration platform, a script — there's a second endpoint, POST / api / ext ernal / v1/ data , built
on exactly the same peer, signing, permission and licence model, but JSON-only and reachable by any system that can compute an
HMAC-SHA256 signature.

The request shape is the same one-action-per-call envelope: a JSON body naming the action and carrying its data, the same four

X-DO-* signature headers, and the same peer permissions deciding what a given external system may write. It's unidirectional by
design — the external system always calls in, and Orchester never calls back out to it, so there's nothing to keep open between
requests.

One difference from the internal link: when this instance's licence is in a read-only state (expired, invalid, or a tampered clock), the
external endpoint answers pi ng only, and refuses everything else. The internal peer-to-peer channel doesn't carry that restriction,
so replication between your own instances keeps working even while a licence issue is being sorted out — only the door held open to
outside systems narrows.

Set this up exactly like a DO-to-DO peer — the same editor, the same two permissions shown above — since it's the same entity
either way. List only the variables that integration actually has to write, and leave scripting off: it hands the caller full control of the
instance, so reserve it for peers you trust completely. Remember that reads are not scoped — an external system you register can
query every variable in the plant.

Example. An ERP system, registered as peer erp-integration with ORDERS COVPLETED as its only writable variable and no
scripting, records a completed order count:
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curl -X POST https://plant.exanpl e. conf api/external /vl/data \

-H "Content - Type: application/json" \
-H "X-DO Peer: erp-integration" \
" X- DO Ti nest anp: 1755000000000" \
" X- DO Nonce: 3f a85f64-5717-4562- b3f c- 2c963f 66af a6" \
"X-DO- Si gnature: <base64 HVAC- SHA256 over nethod, path, peer, tinestanp, nonce and body>" \
"{"v":1,"action":"variabl es. push", "data": {"val ues": {" ORDER_COUNT": 128} }}"'

The signature is computed the same way on any platform: HMAC-SHA256 over POST\ n/ api / external /vl
/ dat a\ n<peer >\ n<t i nest anp>\ n<nonce>\ n<sha256 of the body> , using the peer's shared secret — there's no DataOrchester-
specific SDK required, just a standard crypto library.

Modbus Master

MODBUS MASTER
Orchester polls the device; the device never calls in

Orchester collectors Remote device
R ————————————————————

MB-TCP-Master / MB-SER-Master PLC, meter, drive ... (a Modbus slave)

FC1-FC4 - on a cron schedule
host:port or serial device path coils - discrete inputs

retries with jittered backoff holding & input registers

variables ¢ register map Cersnidar addressed by unit ID

FC5 (coil) / FC6 (register) - on variable change

Value types a collector can decode

bool - int - float - array_int - array_bool

As a Modbus master, Orchester is the one opening the connection — to a PLC, a power meter, a variable-speed drive, anything that
answers Modbus requests. Two module types exist: MB- TCP- Mast er for Modbus TCP, and MB- SER- Mast er for serial RTU over
an RS-485/RS-232 line, each configured with the reachability details for that transport (host/port for TCP; serial device, baud rate,
parity and stop bits for RTU) plus a default unit ID.
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Module - MB-TCP-Master - line-1-plc

Enabled Name | [jne 1 PLC 10.20.4.11 502

Unit ID

Collectors - read on a cron
field remoteType remoteAddress quantity cron
LINE1_SPEED int 40001 /SRR R

LINE1_TEMP 40010 *[5 Kk k kP

Forewarders - write on variable change

field remoteType remoteAddress

LINE1_SETPOINT int 40020

Retries with jittered backoff on a failed request; the Serial variant of this pane adds
baud rate, parity and stop-bit fields, and a per-row unit ID for multi-drop RTU lines.

Reading and writing are configured as two independent lists:

e Collectors read from the device on a cron schedule and land the result in a variable. Each row names the variable, the remote
address, and a renot eType telling the module how to decode it: bool / i nput_bool (coil / discrete input, one bit), int /
i nput _fl oat and friends (one or two holding/input registers, reassembled into an integer or IEEE-754 float), oran array_*
variant reading quantity words or coils at once.

e Forewarders write to the device whenever their variable changes. The write side is narrower than the read side — only bool
(a single caoll, function code 5) and int (a single register, function code 6) are supported.

Every request retries with a jittered backoff on failure rather than giving up on the first dropped packet or timeout, which matters on a
noisy serial line shared by several devices.

Example. Reading a line's temperature (a 32-bit float split across two holding registers) every ten seconds, and writing an operator-
adjustable setpoint back when it changes:

Col | ect or fiel d=LI NEL_TEMP_C renoteType=float renpteAddress=40010 cron=*/10 * * * * ?

For ewar der fiel d=LI NE1_SETPO NT renot eType=i nt r enot eAddr ess=40020

LI NEL_TEMP_C now updates itself every ten seconds from the device; writing to LI NEL_SETPO NT anywhere in Orchester — a
dashboard, a formula, another peer — sends function code 6 to register 40020 on the PLC.
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Modbus Slave

MODBUS SLAVE
Orchester answers; the remote master always calls in

Orchester - MB-TCP/SER-Slave

Remote master read request four Boolean/Integer list variables back the tables
_—
e

SCADA, HMI, PLC ... coils FC1 read - FC5/15 write

) discretelnputs FC2 read
write request
holdingRegisters FC3 read - FC6/16 write

inputRegisters FC4 read

Discrete inputs and input registers are read-only from
the remote master's side.

® Unrecognised function codes return exception 1; out-of-range addresses return exception 2
® A mismatched unit ID gets no response at all, not a Modbus exception

® Tables hold their last value across an engine restart — a master reconnecting sees no gap

Flip the direction, and Orchester becomes the thing being polled: M- TCP- Sl ave and MB- SER- Sl ave turn an instance into a
Modbus server that a SCADA system, an HMI, or another PLC can read from and write to. Four list-valued variables back the four
Modbus tables:

Module - MB-TCP-Slave - scada-facing

Enabled Name | scADA-facing slave

Backing variables — each holds a Boolean or Integer list

Coils SLAVE_COILS FC1 read - FC5/15 write
Discrete inputs SLAVE_DISC_IN FC2 read

Holding registers | SLAVE_HOLD_REG FC3 read - FC6/16 write

Input registers SLAVE_INPUT REG FC4 read
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Table Backing variable holds Function codes

Coils Li st <Bool ean> FC1 read, FC5/FC15 write
Discrete inputs Li st <Bool ean> FC2 read

Holding registers Li st <l nt eger > FC3 read, FC6/FC16 write
Input registers Li st <l nt eger > FC4 read

Discrete inputs and input registers are read-only from the remote master's side — only coils and holding registers accept writes,
matching their table names.

An unsupported function code comes back as Modbus exception 1; an out-of-range address or a request past the end of the backing
list comes back as exception 2. A request tagged with a unit ID that doesn't match this slave's configured unit gets no response at
all, rather than an exception — indistinguishable, on the wire, from the slave not existing. And because these are ordinary Orchester
variables, they hold their last written value across an engine restart, so a master reconnecting after a deploy sees continuity, not a
gap.

Example. Exposing eight alarm bits and four analog readings to a plant SCADA, unit ID 3:

coils -> SLAVE_CO LS (Li st <Bool ean>, |ength 8)

hol di ngRegi sters -> SLAVE HOLD_REG (List<Integer>, |length 4)

The SCADA reads FC3 at address 2, quantity 1, and gets SLAVE_HOLD REJ 2] . If it writes FC5 to coil 3 to force an alarm, that
write lands in  SLAVE_CO LS 3] , exactly as the table above suggests.

OPC UA Client

OPC UA
Orchester is the client; the PLC holds the address space

_— OPC UA server
subscription
Orchester — | 57-1500, Logix 5380/5580, gateway
OPCUA-Client module - Eclipse Milo node - variable, on change

endpoint, policy, mode ==l VeT' lave

anonymous or user/password ns=3;s="DB_Pump"."Hours"

own certificate in instance/pki node - variable, on a cron

ns=3;s="DB_Tank"."Setpoint"

write

variable - node, on change

Collectors read, forewarders write — the same two lists a Modbus master uses
Collector: variable, Nodeld, type, and either a subscription sampling interval or a cron

Forewarder: variable, Nodeld, type — sent whenever the variable changes

The OPCUA-C i ent module makes Orchester an OPC UA client. It opens one session to a server — a Siemens S7-1500 or
Rockwell Logix 5380/5580 through its built-in server, a dedicated OPC UA gateway, or another SCADA product — and reads and
writes nodes in that server's address space.
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CONFIGURATOR
OPC UA client — Line 1

Endpoint URL Security policy Security mode

opc.tcp://10.0.0.20:4840 Basic256Sha256 SignAndEncrypt

User Password Publishing (ms)

orchester env:OPCUA_LINE1_PASSWORD 500

Collectors
Variable Nodeld Type Mode Schedule / sampling

TANK_LEVEL ns=3;s="DB_Tank"."Level" Double Subscription 500

PUMP_HOURS ns=3;s="DB_Pump"."Hours" Uint32 Poll 0 */5 % * % 2

The last column follows the mode: a sampling interval when the server pushes, a cron when Orchester asks.

Forewarders sit on the next tab, and name a variable, a Nodeld and a type — there is nothing to schedule.

Field Meaning

endpoi nt Ur | Server address, including scheme and port: opc. tcp://10. 0. 0. 20: 4840
securityPolicy None , Basi c256Sha256 , Aes128_Sha256_RsaCaep or Aes256_Sha256_RsaPss
securityhMde None , Sign or SignAndEncrypt

user Name / password Server credentials, if it asks for them. Leave the user empty for anonymous access

publ i shi ngl nterval Ms How often the server is allowed to publish subscription updates (default 1000)

Reading and writing are configured as the same two lists a Modbus master uses:

e Collectors bring a node's value into a variable. Each row names the variable, the nodel d in the server's own notation ( ns=3;
s="DB_Tank"."Level " ), the OPC UA type it holds, and a mode: subscri ption , where the server pushes the value
whenever it changes, or pol | , where Orchester reads it on a cron. A subscribed row carries a sampling interval instead of a
schedule.

e Forewarders write a variable out to its node whenever the variable changes.

Saying which OPC UA type a row holds is worth the trouble twice over. It lets the configurator draw the module's ports before it has
ever spoken to the server, and it narrows the value on the way out — a node declared I nt 16 refuses a write carryingan |nt64 ,
however small the number in it.

A password may be written as env: OPCUA_LI NE1_PASSWORD , which reads it from the environment at startup instead of storing it in
the configuration.

Certificates

Any security policy other than None means both ends authenticate by certificate. Orchester creates its own on first connection and
keeps it, with the servers it has been shown, under i nst ance/ pki / opcua :
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i nst ance/ pki / opcua/ own/ this instance's key pair and certificate

i nst ance/ pki / opcual t r ust ed/ servers this instance accepts

i nst ance/ pki / opcual i ssuers/ CAs, for servers whose certificate is signed rather than self-signed

i nst ance/ pki / opcual r ej ect ed/ servers that were refused

A server Orchester has not been told to trust is refused, and its certificate is filed under rej ected/ with its thumbprint shown in
the module's error message. Trusting it is a deliberate act — moving itinto trusted/ — and there is no trust-on-first-use. The first
connection to a secured server is therefore expected to fail once.

Example. A tank level read as the PLC changes it, a running-hours counter that only needs checking every five minutes, and an
operator setpoint written back when it moves:

Col | ect or TANK_LEVEL ns=3; s="DB_Tank"."Level " Doubl e subscription sanpling=500ns
Col | ect or PUVP_HOURS ns=3; s="DB_Punp". " Hour s" U nt32 poll cron=0 */5 * * * 2
For ewar der SETPO NT ns=3; s="DB_Tank"."Set point" Doubl e

TANK_LEVEL now updates itself whenever the PLC moves it, without Orchester asking; PUMP_HOURS costs one read every five
minutes; and writing SETPO NT from a panel or a formula sends it to the PLC.

OPC UA Server

OPC UA SERVER
Orchester holds the address space; the SCADA connects in

Orchester browse, read, subscribe SCADA / HMI

OPCUA-Server module * ns=2 . B
user: scada - writable

TankLevel read-only write Setpoint

PumpHours read-only

browse, read Reporting tool
e EEEEE—

Setpoint writable )
anonymous - may only read

A write needs both locks open
The variable must be marked writable, AND the session's user must be marked writable.

An anonymous session may read, and may never write: a value from outside must be attributable to somebody.

The OPCUA-Server module is the other direction: a SCADA, an HMI or a reporting tool connects in and reads variables this
instance holds. It is to the OPC UA client what the Modbus slave is to the Modbus master — with the difference that OPC UA can
say who is connecting, and Modbus cannot.
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Field Meaning
port The port to listen on (default 4840)

securityPolicies Which policies to offer: None , Basi c256Sha256 , Aes128_Sha256_RsaCaep , Aes256_Sha256_RsaPss
. An endpoint is published for each

al | owAnonynous Whether a session may be opened without a user (default off)
users Who may connect: user name, password, and whether that user may write
vari abl es What is published: the variable, the browse name it appears under, its OPC UA type, and whether it may be written

Each published variable becomes one node under a folder named after the module, addressed as ns=2; s=<code> on an instance
running a single server module. The namespace index is assigned by the server, not chosen, so it is written to the log at startup —
read it there rather than assuming it.

Who may write

Both locks have to be open. A write is accepted only when the variable is marked writable and the session's user is marked
writable. Neither implies the other, and that is deliberate:

o A variable that must never be driven from outside stays read-only whoever is asking.
e A read-only user cannot write even the variables that would otherwise permit it.

e An anonymous session may read, and may never write. A value that changes what a plant does has to be attributable to
somebody, and an anonymous session has nobody to attribute it to.

Anything refused comes back as BadUser AccessDeni ed , which is what the operator's client will show them, rather than a value
that appears to have been accepted and then quietly does nothing.

A user's password may be written as env: OPCUA_SCADA PASSWORD , read from the environment at startup.

Example. Publishing a tank level for a plant SCADA to read, and one setpoint it may write:

Vari abl e TANK_LEVEL browse TankLevel Double writable=no
Vari abl e SETPO NT browse Set poi nt Doubl e writabl e=yes

User scada env: OPCUA_SCADA PASSWORD writabl e=yes
User reports env: OPCUA_REPORTS_PASSWORD wri t abl e=no

reports can read both and change neither. scada can move SETPO NT , and still cannot touch TANK_LEVEL .
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Siemens S7

SIEMENS S7
Orchester reads PLC memory directly, by address

Siemens PLC

Orchester read on a cron $7-300 - 400 - 1200 - 1500 - LOGO! 8
S7-Client module - Apache PLC4X -

one request per schedule, split into PDUs %DB10:4:REAL e ek
o 4:

host, rack, slot

%MO0.1:BOOL merker
one request per cron group

1SO-on-TCP, port 102 write on change %10.0 / %Q0.1 in/out

no symbol table: addresses, not names

What the customer must change on an S7-1200 or S7-1500

1. PUT/GET communication enabled in the CPU's protection settings.
2. Optimized block access turned OFF on every data block this module reads.

Both weaken the PLC for every client on the network. Where the controller offers OPC UA, use that instead.

The S7-dient module reads and writes Siemens PLC memory directly, over the classic S7comm protocol on port 102. It covers
the controllers that have no OPC UA server of their own — S7-300, S7-400, S7-200 Smart, LOGO! 8 — and the S7-1200 and S7-
1500 whose owners have not switched theirs on.

Warning

On an S7-1200 or S7-1500 the customer has to change two settings in the CPU, and both weaken it: PUT/GET
communication must be enabled in the protection settings, and optimized block access must be turned off on every data
block this module reads. Neither change is specific to Orchester — they open the PLC to every client on the network. Where
the controller offers OPC UA, use the OPC UA client instead: it needs no such change, and it authenticates and encrypts.

Field Meaning
host The PLC's address
control | er Type S7_300 , S7_400 , S7_1200 , S7_1500 , S7_200_SMART or LOGO . Choosing it fills in the rack and slot
rack / slot Where the CPU sits. S7-300 and S7-400 are rack 0 slot 2; S7-1200 and S7-1500 are rack 0 slot 1
request Ti meout Ms How long a request may take before it counts as failed (default 5000)

Reading and writing use the same two lists a Modbus master does. What is different is that an S7 address states its own type, so
there is nothing else to keep in step:
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%©B10: data bl ock 10, byte 4, a 32-bit float

%DB10. the sane address, in the notation TIA Portal shows

9%\D0. 1: nerker bit 1 of byte 0

% 0. 0: BOOL i nput bit 9%0. 1: BOOL out put bit
9AWL0: | NT nerker word 10
%©B1: 0: | NT[ 10] ten consecutive integers

The editor checks an address as you type it and refuses to start a module carrying one it cannot use, naming the collector. That
matters because a wrong address is otherwise discovered on the first poll, in a plant, looking like a network fault — and some wrong
addresses are worse than that: %B10. DBX4: REAL asks for a single bit and calls it a float, which a PLC will answer without
complaint and with a meaningless number.

Collectors sharing a cron areread in one request, which the driver splits into as many PDUs as the CPU's capacity needs.
Forty addresses on the same schedule cost one round trip, not forty.

There is no symbol browsing: S7comm has no symbol table, so addresses are typed or pasted from TIA Portal, not picked from a
list. There are no subscriptions either — S7comm on the 1200 and 1500 does not offer them, so every collector polls.

Example. An oxygen reading taken every five seconds, a blower's run state, and a setpoint written back when an operator moves it:
Col | ect or @_T1 %0B10: 4: REAL cron=*/5 * * * * 9

Col | ect or BLOANER _RUN  %0. 1: BOOL cron=*/5 * * * * 9
For ewar der CQ2_SETPO NT %DB10: 8: REAL

The two collectors share a schedule, so they are one request. Writing O2_SETPO NT from a panel or a formula sends it to the PLC.

EtherNet/IP

ETHERNET/IP
Orchester reads Logix tags by name, not by address

Logix controller

Orchester read on a cron ControlLogix - CompactLogix
EIP-Client module - Apache PLC4X

one request per schedule Filterl_DP:REAL atEg
host, communication path

one request per cron group Backwash.Active:BOOL

explicit messaging, port 44818 write on change Counter[0..9]:DINT a slice

no browsing: import from Studio 5000

What this module cannot reach

1. Program-scoped tags. There is no syntax for them: move the tag to controller scope.
2. Array elements past index 255, and arrays of more than one dimension.

On a 5380 or 5480 whose firmware carries an OPC UA server, that client reaches both and authenticates too.
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The EIP-dient module reads and writes Rockwell Logix controller tags by name, over EtherNet/IP explicit messaging on port
44818. It covers ControlLogix and CompactLogix — 5370, 5380 and 5480 — and needs nothing switched off in the controller to work.

Tip

On a 5380 or 5480 whose firmware carries an OPC UA server, prefer the OPC UA client: it reaches program-scoped tags,
which this module cannot, and it authenticates and encrypts. This module is for the controllers and firmware versions that have
no OPC UA server at all.

Field Meaning
host / port The controller's address, and 44818 unless something in between moves it
conmuni cati onPat h CIP routing to the CPU when it is not the device answering on the address — 1, 0 is backplane, slot
0
request Ti meout Ms How long a request may take before it counts as failed (default 5000)
bi gEndi an Off. Turn it on only if a controller refuses to answer at all
f orceUnconnect edOper at i on Off. Turn it on for a gateway or simulator that does not implement the CIP Connection Manager

Naming a tag

A tag address is a name, a type, and optionally an element or a slice. The type is not optional, and that is worth a sentence:
without it the driver reads every tag asa DI NT , so a REAL tag written Filter1_DP returns a plausible wrong number and nothing
anywhere says so.

Fi | ter 1_DP: REAL a control |l er-scoped tag

Backwash. Act i ve: BOOL a nenber of a UDT instance, at any depth

Count er[3]: DI NT one el enent of an array

Counter[0..9]: D NT ten elenments, which arrive as a |ist

Types: BOOL , SINT, INT, DINT , LINT, USINT, UNT, UDINT, ULINT, BYTE, WORD, DWORD , LWORD , REAL ,
LREAL and STRING . Every integer width lands in a variable as an integer; REAL and LREAL as a float.

Important

Program-scoped tags cannot be read. Program Mai nProgram Tag has no expressible form here — the driver's tag
grammar has no place for the scope prefix. Move the tag to controller scope, or reach it through the OPC UA client. The editor
says so when you type one, rather than letting it fail on the first poll.

Two more limits come from CIP itself: an element index runs 0 to 255, and an array is one-dimensional — Count er [ 256] : DI NT
and Counter[0..9,0..3]:DI NT are both refused when the module loads, nhaming the collector.

Getting the tag list in

This driver cannot browse a controller, so the tag list has to come from somewhere. Export it from Studio 5000 with Tools # Export
# Tags and use Import tags in the editor. Controller-scoped tags of a type this module carries become collectors; an array becomes
its first element, because how much to read at once is a decision with a cost and the table is where that cost is visible. Everything
skipped is counted and reported: program-scoped tags, UDTs and types this module does not carry, and names already in the table
— so importing the same file twice does not produce twice the rows.
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Collectors sharing a cron areread in one request. A hundred tags on the same schedule cost one round trip, not a hundred.

Example. A filter's differential pressure and backwash state every two seconds, with an operator's limit written back when it changes:

Col | ect or

DP_FI LTERL
BACKWASH_ACTI VE Backwash. Act i ve: BOOL cron=*/2 * * * * 2

Filter1_DP: REAL cron=*/2 * * * * 9
Col | ect or

For ewar der DP LIMT Filterl DP_Linmt:REAL

IEC 60870-5-104

IEC 60870-5-104
A session, not a poll: the station speaks when something changes

AS A CONTROLLING STATION

STARTDT, then interrogate
_—

Orchester
IEC104-Client

RTU or gateway
common address 1

spontaneous values, as they change

dials port 2404

k, w, t0 to t3

I0A 1001 M_SP
I0A 2001 M_ME_NC

commands go the other way, direct or select-before-operate

AS A CONTROLLED STATION

Utility SCADA master

on the allowed list, or refused

interrogates on connect
commands writable points

the master dials in

points, spontaneously and on interrogation

The protocol has no authentication and no encryption

Orchester
IEC104-Server

listens on port 2404
its variables, as points

The allowed-master list is the only control there is. Put a 104 link on a VPN, never on anything reachable from outside.

Two modules, one protocol. | EC104-Cl i ent

is a controlling station: it dials an RTU or a substation gateway, interrogates it and

commands it. | EC104- Server is a controlled station: it answers a utility's SCADA master and exposes Orchester's own variables

as telecontrol points.

The stack is Amtiri's own. Every Java implementation of this protocol is GPLv3 or needs a licence negotiated case by case, so there

was no library to use inside a commercial product, and it was written from the standard instead.

Caution

not implemented.

This protocol has no authentication and no encryption. Anyone who can reach port 2404 can read every point and
operate every writable one. The allowed-master list is the only control the module offers, and it is not a substitute for a
network: put a 104 link on a VPN or a dedicated circuit, never on anything reachable from the internet. IEC 62351 security is
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A session, not a poll

This is the one thing to understand before configuring either module, because everything else follows from it. A 104 link is a session:
it comes up, it is told to start carrying data, and then the station speaks when something changes. Nothing is polled, and a collector
therefore has no schedule of its own — it has an address.

TCP connects, and the naster sends STARTDT

The master interrogates: "send ne everything you have"

The station answers every point, then says it has finished

From then on, the station sends what changes, as it changes

Step 2 matters more than it looks. Until a station has been interrogated, a variable holds whatever it held before the link came up —
so the client interrogates as soon as the link starts, and i nterrogati onCron asks again on a schedule for the links where that is
worth doing.

Naming a point

A point is an information object address — a number from 0 to 16777215, which the utility assigns — and a type, which says what

it carries.
Type Carries In avariable
M_SP Single point: on or off bool ean
M _DP Double point: on, off, or the two indeterminate states int (0to3)
M ST Step position int
M BO A 32-bit bitstring int
M _ME_NA Normalised value, a fraction of full scale fl oat
M _ME_NB Scaled value int
M _ME_NC Short float f I oat
MIT Counter reading int
csC - cDbC - CRC Single, double and regulating step commands boolean - int - int
CSENA - CSENB - CSENC Set-point commands float - int - float
C BO Bitstring command int

A type is named by family, not by its exact identification. M SP accepts both M SP_NA_1 and the time-tagged M SP_TB_1 ,

because which of the two a station sends is the station's decision and changes with its firmware — a configuration naming the exact
type would stop working the day the RTU was upgraded, for a reason nobody would find. The exact names are accepted too, for a
point list that arrived written that way.

Important

A value the station marks invalid is not written into its variable. Every monitored point carries quality bits, and |V
(invalid) or NT (not topical) mean the station is telling you not to believe the number. The module logs it and leaves the
variable alone: writing it anyway would turn a broken sensor into a plausible reading, which is the worst outcome available.
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The six link parameters

k , w and t0 to t3 have to match what the far end uses. A utility states all six in its interoperability document, and the defaults
are the standard's own.

Parameter Default What it decides
k 12 How many messages may be outstanding before the sender waits for an acknowledgement
w 8 After how many received messages an acknowledgement is sent without waiting
to 30s How long to wait for the TCP connection
tl 15s How long to wait for an acknowledgement before closing the link
t2 10s How long an acknowledgement may be held back
t3 20s How long a link may be silent before it is tested

Two ends that disagree about k produce a link that stalls under load and works perfectly when idle; two that disagree about t 1
produce one that drops every few minutes for no reason either end can see.

As a controlling station

Col | ect or PUWP1_RUN 1 OA 1001 M _SP

Col | ect or FLOWIN I10A 2001 M ME_NC
For ewar der PUWP1_CMD 1 OA 5001 CESE sel ect - bef or e- operat e

A forewarder sends a command when its variable changes. With select-before-operate it goes in two steps: the module selects the
point, waits for the station to confirm that selection, and only then executes. A station that never confirms therefore never executes,
which is the entire purpose of the mechanism — it is used for points where an accidental operation matters, which in a utility is most
of them.

cl ockSyncCron offers the station Orchester's clock. The reverse never happens: a station's clock does not set this host's, because
an RTU with a flat backup battery would otherwise take a plant's whole history with it.

As a controlled station

PUMPL_RUN |QA 1001 MSP TB  spontaneous

FLOWI N 1 OA 2001 M MVE_TF spont aneous, deadband 0.5
PUW1_CMD | QA 5001 C SC writable

Three columns decide what a master can do with a point, and they are separate on purpose:

e spontaneous — a change is reported without being asked for. A point that is not spontaneous is still answered in an
interrogation, which is what most of a point list is.

e deadband — how much an analogue value must move to be worth a message. Without one, a level transmitter wobbling in its
last digit can send several messages a second for ever.

e writable — a command may change this variable. A command to a point that is not writable is refused with a negative
confirmation, and the variable is untouched.

al l onedd i ents is fail-closed: a master not named in it is refused, and an empty list refuses everyone. That is deliberate — an
empty list is far more likely to be an unfinished configuration than an invitation.
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A clock synchronisation from a master is confirmed and not applied: the plant's clock is not a master's to set, and every log line,

history row and licence check in this engine is stamped from it.

The point list

Both editors import and export the point list as CSV, because that is how a utility describes a link — as a spreadsheet with

hundreds of rows, none of which anybody should be typing by hand.

| A, TYPE, VARI ABLE, OPTI ONS
1001, M_SP, PUMP1_RUN, spont aneous

2001, M_ME_NC, FLOW.I N, " spont aneous, deadband=0. 5"
5001, C_SC, PUMP1_CMD, "wri t abl e, sho"

Addresses may be decimal or hexadecimal. Rows whose address or type cannot be read are counted and skipped rather than

guessed at, as are addresses already in the table — so importing the same file twice does not double it.

What the status says on each link

Every module here reports through its status variable — see Module status and messages. What each value means depends on

what the module is talking to.

Module

Modbus
master

Modbus TCP
slave

Modbus serial

slave

OPC UA client

OPC UA server

Siemens S7

EtherNet/IP

IEC 104 client

IEC 104 server

Peer link
(push, pull,
replicator)

Warning

Some collectors are answering and some are not, or a
slave returned a Modbus exception for one register

A client that was connecting has stopped, or a request
arrived that could not be read

Frames are arriving with a bad checksum, which normally
means wiring, termination or the baud rate

The session dropped and is being re-established, one
node returned a bad status, or a write was refused

A published variable could not be updated on its node

One address was refused while the rest answered

One tag was refused while the rest answered

A point was reported invalid, a command was refused, or
an interrogation did not complete

A master disconnected, or sent a request that could not
be read

Part of a batch was refused, or some variables are not
defined on the far side

Error

Nothing has answered for error Aft er Fai | ures
polling cycles in a row

The port could not be bound at all — usually another
process already has it

The serial port has gone, and has stayed gone for
error Af t er Seconds

The server has been unreachable for
error Af t er Seconds , or its certificate is not trusted

The port could not be bound at all — usually another
process already has it

The PLC has been unreachable for
error Af t er Seconds |, or an address is unusable

The controller has been unreachable for
error Aft er Seconds , or a tag is unusable

The station has been unreachable for
error Aft er Seconds , or it stopped data transfer

The port could not be bound at all — usually another
process already has it

The peer refused or was unavailable for
error AfterFai |l ures attempts, or it is not configured
here at all

A Modbus master with one dead register among forty stays at a warning rather than going to error: the link is up and the device is

there, which is a different problem from a plant that has lost its PLC.


https://dataorchester.com/docs/technical/configuration-reference#module-status-and-messages

EAmtiri Connectivity

Choosing between them

e Talking to another Orchester instance: use the DO-to-DO peer link — it's already there, and DOPUSH / DOPULL cover the
common push/pull patterns without any custom code.

e Talking to a third-party system that can call you: use the external REST API. It reuses the same peer and licence model as
DO-to-DO, so a customer's integration is one more peer entity, not a new trust boundary.

e Talking to a field device that speaks Modbus: use Modbus Master if Orchester should poll the device, or Modbus Slave if the
device (or a SCADA layer above it) needs to poll Orchester instead. Both can run at once for the same device family, if some

points are read there and others are written here.

e Talking to a Siemens PLC with no OPC UA server: use the S7 client — but read what it asks the customer to switch off first,
and prefer OPC UA on any controller that offers it.

e Talking to a Rockwell Logix controller: use the EtherNet/IP client, and import the tag list from Studio 5000 rather than typing it.
On a 5380 or 5480 with an OPC UA server in its firmware, prefer OPC UA — it reaches program-scoped tags, which EtherNet/IP
here cannot.

e Talking to a water, power or gas utility's telecontrol network: use the IEC 104 client to read an RTU, the IEC 104 server to be
read by the utility's SCADA, or both. It is the only protocol here that a utility will usually insist on by name — and the only one with
no security of its own, so it belongs on a VPN.

e Exposing Orchester's own variables to a SCADA, HMI or reporting tool that speaks OPC UA: use the OPC UA server. Itis
to the OPC UA client what the Modbus slave is to the Modbus master, and unlike Modbus it can say who is allowed to write.

e Talking to a PLC or gateway that speaks OPC UA: use the OPC UA client. On a modern Siemens or Rockwell controller this

often reaches tags by name without any Modbus mapping, and it carries authentication and encryption that Modbus has no
notion of.

All ten share the same underlying safety property: none of them can be configured into pulling more than a licensed instance is
entitled to, and none of them stops a running engine on its own. The licence can: What stops a running engine, in How licensing
works, says when. A stopped engine writes nothing more to any device, so every device it drives needs a safe state of its own.

Next steps

e Configuration reference

e Licence activation
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